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For end-to-end encryp-
tion the recipient's public
key is required by a cli-

teft gpplicgtiog lkegOut-
look. The certBox pro-
vides your clients auto-
matically with X.509 cer-

tifica and P
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tthidn 140 certificate di-
rectories (repositories)
are con ected cﬁ;ng the

itional-
Nyt arSeasy to use HTML
search interface is pro-
vided.

.. and publishing

The certBox Appliance
may serve as a public
external repository
(certificate store) or as a
secure Idap proxy to
your internal directory.
Automatic synchroniza-
tion with Active Directory
can be accomplished by

/ Organisation

the optional certSync
Windows service. Ac-
cess to your certificates
is protected using ad-
vanced access control
mechanisms and by a
strict network separation
using 2 interfaces.

Validating, mapping or
ad-hoc certificates
Certificates found may
be validated centrally
according to policy rules
and they may Dbe
mapped into an internal
trust hierarchy. For a
validation a list with CA
certificates is provided.
The certBox ICE service
offers end-to-end enc-
ryption by issuing ad-
hoc certificates to any
recipients who do not
have a certificate.

Easy to use
The certBox is a ready

Partner

to use PKI Appliance
being installed in your
DMZ. At your clients the
certBox will be config-
ured as an LDAP search
directory. This can be
done automatically via
Group-Policies. Mobile
clients on iOS and An-
droid can be integrated
seamlessly via the
certMode service. Con-
figuring the certBox is
done comfortably via
web browser.

Virtual appliance or
SaaS?

The certBox is offered
as a virtual appliance for
VMware or Hyper-V.
Clustering is possible for
high availability. The
certBox Cloud Service is
a ready to use SaaS
service.
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Secardeo certBox Standard Edition offers the follo
- Publishing and searching for X.509 certificates
- Rul e based | ocalisation of the corresponding cer
- Butilnt certificate repository |ist (>140) and CA certif
- LDAP filter-maol pbpehas; eHTML search interface p
- Public repository for your organization’s certif
- Comfortable options for import/export and certif
- LDAP proxy provides access control and patented
- Policy based centr al certificate validation wusin
- Local caching of external certificates and busin
- Hi gh availability using certbox cluster

- Synchroni sation with MS Active Directory (using
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The certBox Enterprise Edition additiona
t-h@€kE) a cert

- Adhoc certification of recipients wi

- Decryption for recipientsDactpnptuéer S/ MI ME cl i ent

- Certificate mapping into internal trust hierarch
- Organi sati onal certificates and partner upload f
- Aut hentication for requests from and towards the
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